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Executive Summary

Large language models (LLMs) are now being deployed as production components: assistants, support
agents, analytics copilots, and tool-using workflows. Unlike traditional software, LLM-driven systems
are probabilistic and context-dependent; the same input can yield different outputs, and failures are
often emergent interactions between retrieval, tools, and policy layers.” This makes the old idea
of 'monitoring the model' an incomplete strategy. In production, you need observability for the whole
system. In this paper, we define LLM observability in production as the instrumentation, collection, and
analysis of end-to-end telemetry (traces, logs, and metrics) that explains what the system did, why it
did it, what it cost, and whether it behaved acceptably. Google SRE defines monitoring as collecting,
processing, aggregating, and displaying real-time quantitative data about a system, alongside clear
concepts for dashboards, alerts, and root cause.? For LLM systems, that telemetry must include
prompt and configuration versioning, retrieval provenance, tool-call details, safety and policy
decisions, and user outcomes.

We argue for a measurement-first approach grounded in open standards. OpenTelemetry provides a
common data model for traces, metrics and logs, and explicitly supports correlating these signals
through trace context and resource attributes.® OTLP provides a vendor-neutral protocol for exporting
telemetry from applications to collectors and backends.* OpenTelemetry's emerging semantic
conventions for generative Al (GenAl) add a shared vocabulary for spans, events, and token-usage
metrics, making it easier to compare behaviour across models and frameworks. 567

Observability is also a governance control. Risk frameworks such as NIST's Al Risk Management
Framework and its Generative Al Profile emphasise operational risk management and trustworthy Al
practices.? ° Security guidance such as the OWASP Top 10 for LLM Applications highlights concrete
failure modes; prompt injection, sensitive information disclosure, excessive agency, and unbounded

consumption; that are easier to detect and mitigate when an application is instrumented end-to-end.
10

This whitepaper outlines the benefits and practical challenges of LLM observability, proposes a
minimum viable telemetry schema, and illustrates a production scenario for a customer support
agent. We close by comparing internal versus customer-facing deployments and summarising an
implementation path for organisations that want reliable, auditable LLM systems at scale.

" LangSmith Observability Quickstart (Tracing). https://docs.langchain.com/langsmith/observability-quickstart

2 Monitoring Distributed Systems (Google SRE Book, Chapter 6). https://sre.google/sre-book/monitoring-distributed-
systems/

3 OpenTelemetry Logging Specification. https://opentelemetry.io/docs/reference/specification/logs/

4 OTLP Specification (OpenTelemetry Protocol). https://opentelemetry.io/docs/specs/otlp/

5 Semantic Conventions for Generative Al Spans (OpenTelemetry). https://opentelemetry.io/docs/specs/semconv/gen-
ai/gen-ai-spans/

6 Semantic Conventions for Generative Al Events (OpenTelemetry). https://opentelemetry.io/docs/specs/semconv/gen-
ai/gen-ai-events/

7 Semantic Conventions for Generative Al Metrics (OpenTelemetry). https://opentelemetry.io/docs/specs/semconv/gen-
ai/gen-ai-metrics/

8 Artificial Intelligence Risk Management Framework (Al RMF 1.0) (NIST Al 100-1). https://doi.org/10.6028/NIST.Al.100-1
9 Al RMF: Generative Al Profile (NIST Al 600-1). https://doi.org/10.6028/NIST.Al.600-1

10 OWASP Top 10 for Large Language Model Applications. https://owasp.org/www-project-top-10-for-large-language-
model-applications/l
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Observability in production, agentic workflows, and leveraging
observability for this

Benefits of Agentic Workflows

o Autopsy-quality debugging and faster root-cause analysis: Distributed traces let you reconstruct an
end-to-end request path across retrieval, tool calls, model inference and verification steps (see Figure
2). This aligns with SRE definitions of monitoring and root cause and reduces the time from 'something
looks wrong' to 'we know what failed and why'.? OpenTelemetry's log correlation guidance
(Traceld/Spanld in logs) strengthens this workflow by tying human-readable logs to specific spans. ?

o SLO-driven alerting and calmer on-call: Rather than alerting on noisy symptoms ('token usage is up'
or 'some requests look odd'), observability enables Service Level Indicators (SLIs) and Service Level
Objectives (SLOs) that reflect user outcomes (see Figure 4). The SRE framework for SLIs/SLOs helps
teams decide what to measure and how to respond when objectives are missed.”

o Cost governance and capacity planning: LLM systems introduce a direct coupling between workload
and spend (tokens, tool calls, external APl usage). GenAl semantic conventions recommend standard
token-usage metrics (e.g., gen_ai.client.token.usage) when usage is available, which enables budget
enforcement, anomaly detection and per-workflow unit economics.” This is also a control against
'unbounded consumption' and denial-of-service style failure modes highlighted in the OWASP LLM Top
10.°

o Quality improvement through evaluation loops: Observability creates the data needed for offline
replay, regression testing, and comparative evaluations when prompts, retrieval indices, or models
change. Frameworks such as OpenAl Evals formalise the idea that high-quality evaluations are a
practical way to understand how model changes impact real use cases.’ Tools such as Phoenix also
combine tracing with evaluation workflows, helping teams move from ad hoc debugging to repeatable
measurement.’

o Safety, security, and auditability: When an LLM system takes actions (calling APIs, updating records,
drafting communications), you need a durable record of what happened: inputs, policy decisions, tool
invocations, and outputs. OWASP describes a set of common vulnerabilities (prompt injection,
insecure output handling, sensitive information disclosure, and excessive agency) that benefit from
traceable, reviewable execution histories.' Risk management frameworks (NIST Al RMF and its GenAl
Profile) reinforce the need for operational controls and evidence of governance.?®

o Interoperability and reduced vendor lock-in: By using OpenTelemetry/OTLP for traces, metrics and
logs, organisations can switch backends, run multiple backends (e.g., security + performance), and
integrate LLM telemetry with their existing observability stack (APM, SIEM, incident tooling). 3*

o Better product decisions and analytics: Production telemetry can feed business analytics -
deflection rates, resolution times, complaint rates, cost-per-resolution, and quality trends - while
keeping engineering teams grounded in measurable trade-offs (see Figure 7). This is the bridge between
'LLM as demo' and 'LLM as managed service'.2

" Service Level Objectives (Google SRE Book, Chapter 4). https://sre.google/sre-book/service-level-objectives/
2 0penAl Evals (GitHub). https://github.com/openai/evals
'8 Arize Phoenix: Open-source Al Observability and Evaluation. https://arize.com/docs/phoenix/
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Challenges of Deploying Al Agents (and How to Mitigate Them)

« Privacy and Pll exposure in telemetry: Prompts, retrieved context and tool outputs
can contain personal data or sensitive business information. Data minimisation and storage limitation
principles (UK GDPR Article 5) push teams to collect only what is necessary and retain it only as long as
needed.' Mitigations: redaction of Pll before export; tiered retention (short for raw text, longer for
hashes/metrics); separate stores for raw prompts with strict access controls; and clear 'safe-to-log'
rules for tool outputs.

e« Prompt and policy leakage: Full prompt capture is invaluable for debugging, but system prompts may
embed proprietary policy or security controls. Mitigations: store prompt templates by ID and hash (see
the telemetry schema in Section 6); treat system prompts as secrets; enforce role-based access; and
log derived features (length, hash, template ID) by default, escalating to full-text capture only for
sampled or incident-tagged traces.

e Telemetry volume, high-cardinality attributes, and cost: LLM systems can generate many spans per
request (especially multi-agent workflows), with attributes that explode cardinality (user IDs,
document IDs, raw text). OpenTelemetry's metrics data model explicitly supports spatial and temporal
reaggregation as cost controls.™ Mitigations: sampling (head or tail based); aggregation of high-
cardinality attributes into low-cardinality tags; bucketing (e.g., token usage histograms as
recommended for GenAl metrics); and 'debug modes' that are time-bounded and incident-scoped.’

e End-to-end correlation across a distributed stack: Production LLM systems are often polyglot and
multi-service (APl gateway, orchestrator, retrieval service, tool runners). Correlation fails when trace
context is not propagated consistently. Mitigations: adopt W3C Trace Context headers
(traceparent/tracestate) for HTTP/gRPC boundaries; enforce propagation in SDKs and middleware; and
include Traceld/Spanld in structured logs for cross-signal navigation.?'®

¢ Non-determinism and 'heisenbugs': LLM outputs can vary even when inputs look identical, and
production failures may be unreproducible without capturing the full execution
context. LangSmith (and similar tools) highlight non-determinism as a core reason observability is
harder for LLM apps than for traditional software.” Mitigations: version everything (model, prompt
template, retrieval index, tool versions); log random seeds where applicable; capture retrieved chunk
hashes; and maintain replay harnesses that can re-run a trace with the same inputs (or as close as
possible) for debugging and evaluation.

o Evaluation drift and silent regressions: A system can remain 'up' but degrade in correctness, safety
or tone after a model update, knowledge-base change, or prompt edit. Mitigations: treat evaluations as
production controls (continuous regression evals, canaries, and A/B tests); maintain labelled datasets
for critical intents; and integrate eval results into dashboards and release gates. OpenAl
Evals provides a concrete mechanism to codify and run such evaluations. '

e Security failure modes are workflow failures: Prompt injection, insecure output handling, and
excessive agency are not just 'model problems' - they are pipeline design problems. OWASP's LLM Top
10 provides a practical taxonomy of these issues.® Mitigations: instrument policy decisions and tool
permission checks as first-class spans/events; require human approval for high-impact actions; and
log 'reason codes' for blocked or transformed outputs to support audits.

e Organisational adoption and alert fatigue: Observability programmes fail when they become 'data
exhaust' with no operational owner. SRE guidance stresses that paging humans is expensive and that
alerting systems should have high signal and low noise.? Mitigations: define clear ownership, SLOs, and

4 UK GDPR Article 5 - Principles relating to processing of personal data. https://uk-gdpr.org/chapter-2-article-5/
'8 Metrics Data Model (OpenTelemetry). https://opentelemetry.io/docs/reference/specification/metrics/data-model/
' W3C Trace Context. https://www.w3.org/TR/trace-context/
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runbooks; start with a small set of high-value signals (quality, cost, latency, safety);

and operationalise a blameless postmortem loop for incidents and near-misses."’

Anatomy of an Agentic System
A production-grade LLM observability stack is not a single tool. It is a design choice that spans your application
architecture, telemetry standards, and operational processes. At a minimum, you should be able to answer four
questions for any production interaction:

(1) what happened

(2) why did it happen

(3) what did it cost

(4) was it acceptable

The foundation is the same as in conventional observability: logs (human-readable events), metrics (aggregated
time-series), and traces (causal request paths). OpenTelemetry explicitly targets unified collection of these
signals and correlation via shared trace context and resource attributes.® For LLM systems, traces provide the
backbone, because they let you represent a single user request as a structured execution graph and attach key
LLM-specific metadata as attributes or events (see Figure 2).

Figure 1 presents a vendor-neutral reference architecture. An orchestrator receives a request, retrieves context
(RAG), calls tools/APIs as needed, applies policy checks and produces a response. Observability is treated as
an independent pipeline: application code emits telemetry through OpenTelemetry SDKs, exports it via OTLP to
a collector, and then routes it into one or more backends for tracing, dashboards, incident response, and
evaluation.*"®

Trace context propagation is the non-negotiable prerequisite for end-to-end debugging. The W3C Trace Context
specification defines standard headers (traceparent/tracestate) that allow trace correlation across services and
vendors.' In practice, this means instrumenting every network boundary (APl gateway, orchestrator, retrieval
service, tool runner) to accept and forward trace context, and ensuring that logs include Traceld/Spanld where
possible for cross-navigation.?

Semantic conventions are what make telemetry portable. OpenTelemetry's general and trace semantic
conventions provide guidance for consistent attribute naming across spans and signals.” *° For generative
Al, OpenTelemetry's GenAl semantic conventions propose standard attributes for spans and events (e.g.,
provider, model, conversation identifiers) and standard token-usage metrics.’®’ Even if you do not adopt them
wholesale, they are a useful baseline for building a schema that is stable over time.

Figure 3 highlights where to instrument a typical RAG + tools pipeline. The most common production failures are
not located 'inside the model' butin the boundary conditions: retrieval returning stale or irrelevant context, a tool
call timing out, a policy guard blocking content, or a prompt template change that shifts behaviour.
Instrumenting each stage provides a causal narrative, rather than a single opaque completion.

7 Postmortem Culture: Learning from Failure (Google SRE Book, Chapter 15). https://sre.google/sre-book/postmortem-
culture/

'8 Getting Started with OpenTelemetry on Kubernetes (Collector).
https://opentelemetry.io/docs/platforms/kubernetes/getting-started/

' Trace Semantic Conventions (OpenTelemetry). https://opentelemetry.io/docs/specs/semconv/general/trace/

20 General Semantic Conventions (OpenTelemetry). https://opentelemetry.io/docs/specs/semconv/general/
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Retrieval telemetry deserves special attention. Retrieval-augmented generation was introduced to provide LLMs

with an explicit non-parametric memory and provenance over retrieved passages.?’ In production, you should

log what was retrieved (document IDs, chunk hashes, similarity scores), not only what was generated. This is the

difference between 'the model hallucinated' and 'the retriever fed it the wrong evidence'.

Finally, LLM observability is incomplete without evaluation. Traces give you the raw artefacts; evaluations give

you a controlled measurement of quality, safety and drift. In practice, this means tying production traces to an

evaluation harness (offline replay, regression suites, canary analyses) and tracking evaluation results as first-

class metrics in the same dashboards as latency and cost."?

Table 1. Minimum viable telemetry schema for production LLM systems (example).

Field Type Example Notes / Rationale
trace id string 4bf92£3577b34da6a3ce9 | End-to-end correlation across
29d0e0e4736 services (W3C trace context).16
span_id / parent_span_id string 00£067aa0ba%02b7 Reconstruct causal structure
and timing (spans).1?
timestamp, duration ms datetime/ | 2026-02-23T10:15:32Z, | Latency breakdown and SLO
int 842 monitoring.11
service.name, deployment.envir | string support-orchestrator, Resource attributes for
onment prod correlation across
logs/metrics/traces.3
gen_ai.provider.name string openai / aws.bedrock Low-cardinality provider tag
/ self-hosted for sampling and reporting.s
gen_ai.request.model / respons | string gpt-4.1-mini Versioning; supports
e.model regression analysis.>
prompt.template id string SUPPORT V3 Log template identifier, not raw
text (default).
prompt.hash string sha256:.. Detect prompt changes and
support replay without leaking
content.
prompt.store ref (optional) string s3://../prompt/.. Pointer to encrypted store
for authorised incident review
only.
retrieval.query.hash string sha256:.. Correlate

retrieved.doc_ids

array[str
ing]

[KB-421, KB-992]

retrieval behaviour without
storing raw query.
Provenance for answers;
supports freshness checks.21

retrieved.scores array[flo | [0.82, 0.77] Diagnose retrieval quality
at] and reranker changes.
retrieved.chunk hashes array[str | [sha256:..] Replay and provenance even if

ing] documents change.
tool.name string crm.lookup account Tool usage analytics and
debugging.
tool.input redacted json {account id:'**x'} PllI-safe logging; redaction
before export.14
tool.output_ redacted json {status:'active'} Avoid leaking sensitive data;
keep low risk fields.
policy.decision string allow / block Audit trail for governance and
/ require approval security.10
policy.reason_code string PII DETECTED / Explainable control decisions.

HIGH IMPACT

21 Retrieval-Augmented Generation for Knowledge-Intensive NLP Tasks (Lewis et al., 2020). https://arxiv.org/abs/2005.11401
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gen_ai.client.token.usage histogram | input=812, Cost and budget monitoring;

output=214 follow GenAl metrics guidance.”
user_feedback.label string helpful Online learning signal; tie to

/ not_helpful business outcomes.
resolution.outcome string resolved / escalated End-to-end success

/ abandoned measurement.?
error.type / exception string timeout / rate limit Reliability tracking; unify error

taxonomy.5

Figure 1. System overview: LLM app + RAG + tools + policy layer + observability pipeline

A reference architecture for an LLM application with

, : retrieval and tool use. Observability is treated as a

first-class pipeline: instrument in the app and

)()) services, export via OTLP, and analyse in

tracing/evaluation backends.
‘ .' Vector DB / Knowledge Base
&

#FTelemetry Layer
(OTel sDKs = “OTel Collector WN(Tracing /(A | gy
Dashboards / Evals

Figure 2. Agent run as trace: trace + spans + events (waterfall-style)

(" Response

(" Client/User o=

A single customer request becomes a trace. Spans represent retrieval, tool calls, and model invocations; events carry key
metadata such as retrieved document IDs and token usage.

[ Trace: support_ticket.resolve waceid-aro

[( Span A: Request Received (12ms)

v Retrieved docs: [KB-421, KB-992]

« Span B: tool_call.crm_lookup (260ms)
Y

+ Tool Result: status= active
p
(™" Span D: LLM Generate Draft (920 ms)

+ Token Usage: in=812 out=214

4 Span E: LLM Generate Draft (920 ms)

+ Token Usage: in=812 out=214
Span E: Verify Answer (410 ms)

 Policy Check: allow

@ Span F: LLM Final Response (640 ms)

/- =
i Outcome: @ Resolved
k (@ Latency: 2.45 @ Cost Estimate: £
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Figure 3. Where to instrument in a RAG + tools pipeline

Instrument each stage of an LLM workflow so you can answer: what happened, what did it use, what did it cost, and what
was the outcome. This is the practical backbone of 'explainable operations'.

= ]
{span:N{=712 (= doc_ids, scores]
y i Y

» (2] tog: template id, prompt hash] :‘

an) gen ai: model, params, tokens] |
ool; name, latency, errors] |
policy: decision, reason]
span; gen_ai: model, tokens]

- N \
(Eettizeln e NI | P metric resolved / escalated] |
-

Outcome Capture

" @ metric: resolved / escalate;dy

Figure 4. Metrics taxonomy: Quality, Safety, Cost, Latency, Reliability (with examples)

A practical metric taxonomy for LLM systems. These categories map cleanly to SRE concepts (SLIs/SLOs) and help teams
avoid vanity metrics.

UALITY _ task success, eval score, rework rate ;J

R —
A @ SYAFSIRNE U policy blocks, Pll detected, unsafe tool attempts)

( @ 'COST o tokens/request, tool spend, cost per resolution)

'.‘W—_—‘u" " > \
7 PAUEN@E D 550/p95 end-to-end, retrieval time, model time

LATENCY o 50/p95 end-to-end, retrieval time, model tin@

. error rate, timeouts, degraded-mode activationsj

Figure 5. Incident workflow: detection -> triage -> replay -> RCA -> fix -> regression eval -> deploy
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An operational loop that treats LLM incidents like software incidents: detect via SLOs, use traces

for replayable debugging, and close the loop with postmortems and regression evals.

Detect ( Triage ( Replay trace ( Root cause ( Fix
SLO On-call Debug Postmortem Patch/
breach checklist harness + actions rollback

{

(After fix: regression evals = canary = deploy = update runbooks. )

Figure 6. Data governance view: PIl redaction + access controls + retention tiers

mm * Prompts
—=—| < Context

* Tool I/0

i) Raw Telemetry J

Data Redaction & Classification Gate

[Redaction + Classiﬁcation]

(| el Tier 0: Metrics Only Sensitivity T
W o# (Long Retention)
Layered Retention |
Storage
'h Tier 2: Raw Text (Encrypted)
7{“ (Restricted, Short Retention) Sensitivity

-

( Audit Log for Access ]

A governance pattern that balances debuggability with privacy and compliance: keep durable metrics and hashes,
and strictly control raw text.

Use Case: Agentic Workflow in Legal Services

To make observability concrete, we consider a customer support agent that answers product questions,
checks account status in a CRM, and drafts responses that meet policy requirements. This is a common
production pattern: a high-volume workflow where correctness and tone matter, and where the agent may take
actions beyond text generation (e.g., updating a ticket).

End-to-end workflow (step-by-step):

1. User query received: the system assigns a trace_id, classifies intent, and records basic request metadata.

2. Retrieval: the agent queries the knowledge base, applies filters (product, locale, freshness), and returns top-
k passages.

3. Tool call: if the answer depends on account context, the agent calls CRM.lookup_account.

4. Draft response: the model generates a draft with citations to retrieved passages.

5. Verification and policy: a verifier checks for policy compliance, Pll leakage, and whether the answer is
grounded in retrieved content.

10
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6. Final response and outcome: the system returns the response, updates the ticket, and records whether the

issue was resolved or escalated.

At each step, the system emits telemetry. Figure 2 shows what a single request looks like as a trace. The key is
that each major operation becomes a span with timing, errors, and domain-specific attributes (retrieved doc
IDs, tool name, model version, token usage). When an agent misbehaves, the trace is the 'black box flight
recorder' that lets you replay and diagnose the failure.

What gets logged - a practical view:

- Retrieval span: query hash; filters; doc IDs + similarity scores; chunk hashes; retrieval latency.

- Tool span: tool name; latency; error.type; input/output redacted; permission decision.

- Model span: model name/version; parameters (temperature); token usage; output type.

- Policy span: decision (allow/block/require_approval); reason codes; transformations applied.

- Outcome metrics: resolved/escalated; human rating; customer satisfaction label (if available).

Mini incident postmortem (example):

Incident: customers received an incorrect refund window for a specific subscription tier.

Impact: increased complaints and escalations; support team workload spiked.

Detection: the 'refund policy correctness' eval score dropped below threshold and customer 'not helpful'
feedback rose (see Figure 7)."

Trace evidence: traces showed retrieval consistently returning an outdated policy article (KB-421) because the
freshness filter was misconfigured; the model faithfully used the retrieved text.

Root cause: deployment of a new retrieval index without a required metadata field, causing the filter to silently
fail.

Fix: enforce schema validation for indexed documents; add a retrieval regression eval (Precision@k); and add
an alert on missing freshness metadata.

Prevention: adopt a blameless postmortem process with explicit follow-up actions and owners.:

Figure 7 illustrates a dashboard layout that makes these trade-offs visible. A useful dashboard does not merely
report tokens or latency; it ties telemetry to outcomes: cost per resolution, eval score trends, policy blocks,
and incident links. This is what turns observability into an operational control rather than an engineering
afterthought.

Figure 7. Dashboard mock: SLOs, cost per resolution, quality and safety signals

SLOs </ Success Rate: 99.2% | p95 Latency: 2.8s | Error - 0.4%

COST (7D) QUALITY (7D) SAFETY (7D)
$3.81 /resolution +12% /\/f * 12 Policy Blocks

320 tokens /request 81% helpful t+ 5% * 5 PIl Datections

Open Cost Report — View Eval Report — Open Safety Report —

TOP INCIDENTS

° RAG tool call failed (rimeout) B I T BiView Tracel =>
o Token overage spike /x/_/—‘/ View Trace —
+ CRM API auth failure = - ------------- View Trace —>
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Internal vs. Customer-Facing Agents

(2) ISx4

Observability requirements change depending on who the system serves. Internal copilots are typically used

by employees with existing access to data and processes. Customer-facing systems operate in a higher-risk

environment: stronger privacy constraints, higher brand impact, and a lower tolerance for ambiguous outputs.

In both cases, the engineering telemetry is similar - traces, logs and metrics - but the governance envelope

differs. Customer-facing deployments generally require stricter retention limits for raw content, tighter access

controls, more conservative tool permissions, and formal release gates driven by evaluations and SLOs."" "

Table 2 provides a practical policy matrix. The intent is not to slow teams down, but to make risk explicit and

manageable. Acommon failure mode is to prototype with permissive logging and broad tool access and

then attempt to retrofit controls after a security or privacy incident. Figure 6 shows a governance pattern that

can be adopted early: classify/redact data before export, and split storage into tiers with different retention and

access constraints.

Table 2. Observability and governance policy matrix (illustrative).

Policy Area

Internal (employee-facing)

Customer-facing (external)

Telemetry sampling

Moderate sampling; debug
mode permitted for short windows

Conservative sampling with strict
controls; debug mode only for
incident IDs

Prompt/content retention

Short retention for raw text; longer
for hashes/metrics

Minimise raw text retention; prefer
hashes + structured summaries
(GDPR principles).1*

PII handling

Redact; allow restricted access for
support/engineering

Redact by default; stronger access
controls and audit logging; DPIA
where required

Tool permissions

Broader tool access; still least-
privilege

Strict least-privilege; approval gates
for high-impact actions (payments,
account changes)

Release gating

Recommended for critical workflows

Required: canary + regression evals +
rollback plan (SLO-driven).1?

Incident response SLA

Business-hours for most issues

Defined SLA; on-call rotation;

postmortems for significant
incidents.!”

Clear customer notices
where appropriate; complaint/audit
support

User transparency [nternal policy notice

Conclusion and Call to Action

LLM systems fail differently to conventional software. They are non-deterministic, sensitive to context, and
often embedded in multi-step workflows that include retrieval, tools and policy gates. As a result, 'monitoring
the model' is not enough. Production reliability requires observability of the whole pipeline: traces that explain
execution, metrics that track cost and outcomes, and logs that support human debugging.

A practical implementation path is straightforward:

1) Start with end-to-end tracing for one high-value workflow, with W3C trace context propagation and a
minimal schema (Section 6).

2) Add cost and quality metrics (Figure 4) and define 2-3 SLOs tied to user outcomes (e.g., resolution rate,
policy compliance rate).:

3) Integrate an evaluation harness and add regression gates for prompt, model, and retrieval changes.'

4) Operationalise incident response using trace replay and blameless postmortems (Figure 5)."’

ISx4 builds measurement-first LLM systems with auditability, governance and infrastructure control. We help
teams design the telemetry schema, instrument their pipelines, stand up an observability stack using open
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standards (OpenTelemetry/OTLP), and connect evaluation results to operational dashboards. If you want to

deploy LLM systems that are reliable, explainable, and manageable at scale, we invite you to engage I1Sx4 for a
strategy discussion or pilot.
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